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SUMMARY: 
OKAY, SO TODAY I AM ON TCPDUMP DUTY (SO LUCKY, RIGHT?). I’VE BEEN GIVEN 
THE GRAND TASK TO CAPTURE SOME PACKETS USING THIS ENTER THE MATRIX 
LINUX VIRTUAL SYSTEM. GUESS I’M THE CHOSEN ONE LIKE NEO. WELL FIRST, I 
HAVE TO IDENTIFY THE NETWORK INTERFACES. SECOND, I’LL USE TCPDUMP TO 
FILTER THE LIVE TRAFFIC AND THEN I’LL CAPTURE IT WITH TCPDUMP AS WELL. 
LASTLY, I’LL FILTER THE CAPTURED PACKET DATA, GIVE THE INFORMATION TO 

THE LEAD, GET AN IMAGINARY PAT ON THE BACK, THEN GO HOME AND CRY 
WHILE EATING CHICKEN WINGS WITH TELEMUNDO ON. ENOUGH JOKES. LET’S 

GET TO IT SHALL WE? 



IDENTIFYING NETWORK INTERFACES: 
So LET'S DIVE IN. I NEED TO IDENTIFY THE NETWORK INTERFACES THAT CAN BE USED TO CAPTURE 

NETWORK PACKETS. TIME TO USE THE SUDO privileges with the ifconfig command.  
Command: [sudo ifconfig] 

 
[sudo]- allows an authorized user to execute commands with the privileges of 

another user, typically the superuser (root) 
 

[iconfig]- a system administration utility used in unix-like operating systems  to 
display, configure, and control network interface parameters.   

 

 
 

This is the output that I get after using the command above. The ethernet network 
interface is identified by the entry with the   [eth]   prefix. I’ll be using the [eth0]  

interface to capture network packet data. To identify the interface options available 
for packet capture i’ll use: 
Command: [sudo tcpdump -d] 



 
 

And just that, the options appear with further information.  
 

Identifying traffic in a network 
interface. Tcpdump style.: 

Now that i have your attention (or some of it), i can now begin to filter live traffic 
using tcpdump from the [eth0]  interface using the command below. 

Command: [sudo tcpdump -i eth0 -v -c5] 
 

The command will run tcpdump with these options: 
●​ -i etho: capture data specifically from the eth0 interface. 
●​ -v: display detailed packet data 
●​ -c5: capture 5 packets of data 

 



And in result, 5 packets were captured. 3 packets were received by filter. 0 
packets dropped by kernel. Once again, technology shows it’s beautiful face. 

 
PACKET? I BARELY KNOW IT! 

(THIS IS THE PACKET ANALYSIS SECTION, 
I’M SORRY I’M TRASH AT JOKES.): 

 
SO NOW THAT WE EXAMINED SOME LIVE TRAFFIC ACTION, LET’S TAKE A CLOSER 

LOOK AT WHAT WE CAUGHT ON THE HOOK CALLED TCPDUMP, SHALL WE? 
 

IN THIS SECTION OF THE PACKET OUTPUT, IT’S TELLING US THAT TCPDUMP REPORTED 
THAT IT WAS LISTENING ON THE ETH0 INTERFACE FROM EARLIER ALONG WITH THE LINK 
TYPE AND THE CAPTURE SIZE. IF ONLY IT COULD CAPTURE THE SLEEP DEPRIVATION ON 

MY FACE TYPING THIS. 

 
THIS IS THE TIMESTAMP FOLLOWED BY THE PROTOCOL TYPE, IP (INTERNET 

PROTOCOL).

 



 
BECAUSE WE USED THE VERBOSE OPTION (-V), IT GAVE US MORE INFORMATION SUCH AS 

THE TOS (TYPE OF SERVICE), THE TTL (TIME TO LIVE), OFFSET (NO, NOT HIM), FLAGS, 
THE INTERNAL PROTOCOL (TCP), AND THE LENGTH OF THE OUTER IP IN BYTES. 

 
 

THIS IS THE SECTION WHERE THE DATA DISPLAYS INFORMATION ABOUT THE 
SYSTEMS THAT ARE COMMUNICATING WITH EACH OTHER. TCP CONVERTS IP 

ADDRESSES INTO NAMES BY DEFAULT. MY VM NAME APPEARS IN THE PROMPT 
AS THE SOURCE FOR ONE PACKET AND THE DESTINATION FOR THE SECOND 
PACKET. SO IN THE LIVE DATA, IT’LL BE A DIFFERENT SET OF LETTERS AND 

NUMBERS. 

 
THE DIRECTION OF THE ARROW (>) SHOWS THE DIRECTION OF TRAFFIC FLOW IN THE 

PACKET ITSELF. EACH SYSTEM NAME INCLUDES A SUFFIX WITH THE PORT NUMBER AT 
THE END, WHICH IS USED BY THE SOURCE AND DESTINATION SYSTEMS FOR THE PACKET. 
AS FAR AS THE FLAG SECTION GOES, THAT [P.] IS A PUSH FLAG AND THE PERIOD INSIDE 
OF IT INDICATES IT’S AN ACK FLAG. THIS SIMPLY MEANS THE PACKET IS PUSHING OUT 

DATA. 
THE TCP CHECKSUM VALUE IS USED FOR DETECTING ERRORS IN DATA. 

OTHER COMPONENTS INCLUDE SEQUENCE AND ACKNOWLEDGEMENT NUMBERS, WINDOW 
SIZE, AND THE LENGTH OF THE INNER TCP PACKET IN BYTES. 

 



TIME TO PACK UP: CAPTURING A TCP 
PACKET (THE FUN STUFF, YAY.): 

 
Now then, let’s act like a 6 in her selfies and do some more 
filtering along with the tcpdump command. Exciting. We’ll 

configure the options to save a sample that only contains web 
network packet data a.k.a. Tcp port 80. 

I’ll use this to search for it: 
[ sudo tcpdump -i eth0 -nn -c9 port 80 -w capture.pcap & ] 

 

 
 
Now keep in mind, this will run in the background, but I can still break 
down these components for you for a clear understanding of what I'm 

doing. This is what i’m saying: 

 
●​ -i eth0: Capture data from the eth0 interface. 
●​ -nn: Do not attempt to resolve IP addresses or ports to names.This is best practice 

from a security perspective, as the lookup data may not be valid. It also prevents 
malicious actors from being alerted to an investigation. 

●​ -c9: Capture 9 packets of data and then exit. 
●​ port 80: Filter only port 80 traffic. This is the default HTTP port. 



●​ -w capture.pcap: Save the captured data to the named file. 
●​ &: This is an instruction to the Bash shell to run the command in the background. 

Got it? Cool. next task. 
 
 

Now, i’ll use the curl command to generate some http network 
traffic. Like this: 

[ curl opensource.google.com ] 

 
 

 Well look at that, some traffic that can be captured. Let’s get to 
it. 

 
Now we’ll verify that the packet was captured with this: 

[ ls -l capture.pcap ] 

​
 

“Done” is the indication that the packet was captured. We’re doing 
good so far. Next task. 



Filtering captured packet info 
(no, there’s not a joke here, 

sorry.): 
 

So let’s switch it up. Let’s use tcpdump to filter data from the 
previous packet capture. Come on. We’re almost there. 

Let’s use this: 
[ sudo tcpdump -nn -r capture.pcap -v ] 

 

 
 

This will run tcpdump with these options: 
●​ -nn: Disable port and protocol name lookup. 
●​  -r: Read capture data from the named file. 
●​ -v: Display detailed packet data. 
●​ You must specify the -nn switch again here, as you want to make sure 

tcpdump does not perform name lookups of either IP addresses or ports, 
since this can alert threat actors. 



 
This returns output data similar to the following: 

 
 

Just like the last outputs, you can see all the information including the ttl, the 
protocol, the length, etc. pretty neat right? 

 
Now let’s use the tcpdump command to filter the extended packet data from the 

capture.pcap capture file. 

 
 

This command will run tcpdump with the following options: 
●​ -nn: Disable port and protocol name lookup. 
●​ -r: Read capture data from the named file. 
●​ -X: Display the hexadecimal and ASCII output format packet data. Security 

analysts can analyze hexadecimal and ASCII output to detect patterns or 
anomalies during malware analysis or forensic analysis. 

●​ Hexadecimal, also known as hex or base 16, uses 16 symbols to represent values, including the 
digits 0-9 and letters A, B, C, D, E, and F. American Standard Code for Information Interchange 
(ASCII) is a character encoding standard that uses a set of characters to represent text in digital 
form. 



 

Conclusion: 
After giving my work to the lead and clocking out for the day, I felt 
proud of myself because of what I learned. Today, I learned how to 

identify network interfaces, used the tcpdump command to capture 
network data for inspection, interpret and inspect the data given, 
and I also learned how to save and load the packet I captured. Now 

that sounds like an amazing day to me. 

 

If you enjoyed this lab, click the link and shoot me a 
follow or a message on linkedin. I’m happy to 

collaborate and work. Thank you for reading. 
 

 

 
 

 

https://www.linkedin.com/in/dm1535/

