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Summary: 
As I clock in and sit at my desk, the lead puts their hand on my shoulder and 

says, “you know you’re my favorite employee right?”. Ahhhh yes. The 

managerial guilt trip. I love it. “What do you want?” I say with fake 

enthusiasm and grief.  They tell me they need to examine some logs, alerts, 

and rules with suricata. Suricata sounds pretty cool, like a motorcycle that 

attracts divorced pta moms. Nevertheless, I have to get to work on this. 

 

●​ First, I have to explore custom rules in suricata. 

●​ Second, I need to run suricata with a custom rule to trigger it and then 

examine the output logs in the [fast.log] file. 

●​ Finally, i have to examine the additional output that suricata generates 

in the standard [eve.json] log file. 

 

I was given a [sample.pcap]   file and a [custom.rules] file that reside in the 

home folder. 

 

Wait…… 

I should explain these things shouldn't I?  

My fault, reader. 



 

 

 

What I’m working with: 
The [sample.pcap] file is a packet capture file that contains an 

example of network traffic data, which i’ll be using to trigger 

the Suricata rules. This will allow me to simulate and repeat the 

monitoring network traffic. 

 

The [custom.rules] file contains a custom rule. I will add rules to 

this file and run them against the network traffic data in the 

sample.pcap file. 

 

The [fast.log] file will contain the alerts that Suricata 

generates. 

 

The [eve.json] file is the main, standard, and default log for 

events generated by Suricata. It contains detailed information 

about alerts triggered, as well as other network telemetry 

events, in JSON format. 



RULES ARE RULES: CUSTOM RULES IN 

SURICATA: 
LET’S HEAD TO THE   /HOME/ANALYST  DIRECTORY AND USE OUR CUSTOM.RULES FILE 

THAT DEFINES THE NETWORK TRAFFIC RULES, WHICH SURICATA CAPTURES. 

 

LET’S USE THE CAT COMMAND TO DISPLAY THE RULE IN THE CUSTOM.RULES FILE.  

[ cat custom.rules ] 

 

 

NOW THAT I HAVE MY [OUTPUT] WHILE EATING CHICKEN WINGS AT MY DESK, I WANT TO 

BREAK DOWN THE COMPONENTS OF IT. 

 

 
 

THE [ALERT] SECTION  IN THE [OUTPUT] IS THE [ACTION], WHICH DETERMINES 

THE ACTION TO TAKE IF ALL CONDITIONS ARE MET. THERE ARE DIFFERENT 

ACTIONS ACROSS ALL NETWORK INTRUSION DETECTION SYSTEM (NIDS) RULE 

LANGUAGES.  
 



 

 

 

THE MOST COMMON [ACTIONS] ARE: 

 

[ALERT]: INSTRUCTS TO ALERT ON SELECTED NETWORK TRAFFIC. 

 

[DROP]: ALSO GENERATES AN ALERT, BUT DROPS THE TRAFFIC. IT 

ONLY OCCURS WHEN SURICATA RUNS IN IPS MODE. 

 

[PASS]: ALLOWS TRAFFIC TO PASS THROUGH THE INTERFACE. THIS 

RULE CAN OVERRIDE OTHER RULES. THE ONE EXCEPTION TO THE 

[DROP] RULE CAN BE MADE WITH A [PASS] RULE. 

 

[REJECT]: DOES NOT ALLOW TRAFFIC TO PASS WHATSOEVER. IT’LL 

SEND A TCP RESET PACKET AND SURICATA WILL DROP THE 

MATCHING PACKET. A TCP PACKET TELLS THE COMPUTERS TO 

STOP SENDING MESSAGES TO EACH OTHER. 

 



THIS PART OF THE SIGNATURE IS THE 

[HEADER]. 
 

 

tHIS IS WHAT DEFINES THE SIGNATURE’S NETWORK TRAFFIC, WHICH INCLUDES 

IMPORTANT INFORMATION SUCH AS: 
●​ PROTOCOL: “HTTP” IS THE PROTOCOL. 

●​ SOURCE/DESTINATION IP ADDRESSES 

●​ SOURCE/DESTINATION PORTS 

●​ TRAFFIC DIRECTION 

 

THE PARAMETERS FOR THE “HTTP” FIELD ARE: 

[ $HOME_NET any -> $external_net any ] 
The arrow indicates the direction of the traffic coming from the $home_net and going to the 

destination ip $external_net 

 

$home_net 
Is a suricata variable defined in  /etc/suricata/suricata.yaml that you can use in your 

rule definitions as a placeholder for your local or home network to identify traffic 

that connects to or from your systems within the organization. This is also defined as 

the  172.21.224.0/20 subnet. The word [any] means that suricata catches traffic from 

any port defined in the $home_net network. 



This signature basically triggers an alert when it detects any http traffic leaving the 

home network and going to the external network. Now that’s going to be useful in my 

analyst journey. I love it. 

 

Now let’s explain the  

[rule]. 
 

 

The rule option helps you narrow down the network traffic to get what 

you’re looking for fast. It’s usually in between parentheses and separated by 

semicolons. Let’s break it down further. 
●​ The msg: option provides the alert text. In this case, the alert will print out the 

text “GET on wire”, which specifies why the alert was triggered. 

●​ The flow: established,to_server option determines that packets from the client 

to the server should be matched. (In this instance, a server is defined as the 

device responding to the initial SYN packet with a SYN-ACK packet.) 

●​ The content: "GET" option tells Suricata to look for the word GET in the content 

of the http.method portion of the packet. 

●​ The sid: 12345 (signature ID) option is a unique numerical value that identifies 

the rule. 

●​ The rev:3 option indicates the signature's revision which is used to identify the 

signature's version. Here, the revision version is 3. 



To make this perfectly clear… 
This signature triggers an alert whenever suricata observes 

the text get as the http method in an http packet from the 

home network going to the external network. 

 

Pull the trigger: triggering the 

rule.: 
NOW THAT WE HAVE A PERFECT UNDERSTANDING OF THE 

DYNAMICS, I WILL NOW LIST THE FILES IN THE 

/VAR/LOG/SURICATA FOLDER. 

[ ls -l /var/log/suricata ] 
(remember, ls is used to display the contents of the 

directory and -l displays the detailed info) 

 
Well would you look at that? There’s nothing here! Bummer.  

 

Let’s run suricata using the custom.rules and sample.pcap files: 



 

[ sudo suricata -r sample.pcap -S custom.rules -k none ] 

And this is what our output is. As per usual, let’s 

examine this closely. 
 

 

 

This command starts the suricata application and processes the sample.pcap 

file using the rules in the custom.rules file. It returns an output stating 

how many packets were processed in suricata. 

 

Let’s check the components of that command for better 

understanding. 
●​ The -r sample.pcap option specifies an input file to mimic network 

traffic. In this case, the sample.pcap file. 

●​ The -S custom.rules option instructs Suricata to use the rules defined 

in the custom.rules file. 

●​ The -k none option instructs Suricata to disable all checksum checks. 



Also! Big note!: 
“Checksums” are a way to detect if a packet has been 

modified in transit. Just in case you forget you know? 

Moving on. 

 

Suricata adds a new alert line to the 

/var/log/suricata/fast.log file when all conditions in 

any part of the rules are met. 

 

So  let’s list the files in the  

/var/log/suricata  Folder again 

[ ls -l /var/log/suricata ] 

 

There are now four files in the directory, such as the 

fast.log and eve.json files. I still have the feeling I need 

to examine these files in more detail. And thus, I will. 



I’ll do this by using the cat command to display the 

fast.log file generated by suricata: 

[ cat /var/log/suricata/fast.log ] 

 
Ahhh. the sight of alert entries. Each of these lines or entries 

correspond to an alert generated by suricata when it processes a 

packet that meets the requirements of an alert generating rule. 

Each alert line includes the message that identifies the rule that 

triggered the alert along with the source, destination, and 

direction of the traffic. 

 

Now then, let’s examine the output in the eve.json file. This is the 

main suricata log file and contains more data than the fast.log 

file. This data is stored in a json format and that makes it very 

useful for analysis and processing by other applications. 

 

Pssssst… keep scrolling.  
 



 

Let’s use this cat command to display entries in the eve.json file: 

[ cat /var/log/suricata/eve.json ] 

 
Now that… is a lot of data. Raw data that is. Honestly reader, I 

cannot understand this, even with the highest subscription of 

rosetta stone. Wait… I have an idea. Let’s use a command but 

with [ jq ]. 

 

(to school you on something, the command ( jq ) stands for json 

query and is used to process, filter, map, and transform json 

data.) 



 

Here’s the command by the way: 
[ jq . /var/log/suricata/eve.json | less ] 

 
LOOK AT HOW EASY IT IS TO READ THE DATA NOW OPPOSED TO 

THE CAT COMMAND! PRETTY NEAT HUH? 

 

NOW, LET’S DO A FEW MORE TASKS AND WE SHOULD BE GOOD. 

 



LET’S USE THE JQ COMMAND TO EXTRACT SPECIFIC EVENT DATA 

FROM THE EVE.JSON FILE. THIS IS A MUST FOR THE THRIVING 

AND IMPATIENT SECURITY ANALYST. 
 [ jq -c "[.timestamp,.flow_id,.alert.signature,.proto,.dest_ip]" 

/var/log/suricata/eve.json ] 

 
The jq command above extracts the fields specified in the list in the 

square brackets from the JSON payload. The fields selected are the 

timestamp (.timestamp), the flow id (.flow_id), the alert signature or 

msg (.alert.signature), the protocol (.proto), and the destination IP 

address (.dest_ip). 

 

CONCLUSION: 
AFTER A LONG DAY ON CONFIGURING CUSTOM RULES, MY LEAD COMES OVER TO VERIFY MY 

WORK. AS USUAL, THEY’RE HAPPY WITH THE RESULT AND I CLOCK OUT IN TIME FOR $1 WING 

TUESDAYS. NOW, ALL JOKES ASIDE, I REFRESHED MY BRAIN ON SOME COOL CONCEPTS TODAY: 

●​  

tHE CREATION OF CUSTOM RULES AND RUNNING THEM IN SURICATA 

I MONITORED TRAFFIC CAPTURED IN A PCAP FILE 

LASTLY, I EXAMINED THE FAST.LOG AND EVE.JSON OUTPUTS THEY PRODUCE. 



OVERALL, I’M HAPPY WITH WHAT I DID TODAY AND I’LL 

DEFINITELY KEEP IT IN MY ANALYST TOOL BELT FOR NEXT 

TIME. I PROMISE. 

 

If you enjoyed this lab, click the link and shoot me a 
follow or a message on linkedin. I’m happy to 

collaborate and work. Thank you for reading. 
 

 
 
 
 
 

 

 

 

 

 

https://www.linkedin.com/in/dm1535/
https://www.linkedin.com/in/dm1535/
https://www.linkedin.com/in/dm1535/
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