
 

 

   ANALYZING MY FIRST 
PACKET 

A LAB BY DARNELL MAIDEN 

 



[SUMMARY]: 
After getting my badge for entry, my onboarding paper work, and a 

flirtatious goodbye from deloris from the hr dept. (yeah, real conudrum 

right?), I finally got my first assignment. The lead wanted me to analyze 

packets to test my analyst skills and see where I fit in the company. So i sat 

at my new desk, opened up my windows virtual machine, and got to work. 
 

[Opening wireshark]: 

 



I opened up my [virtual machine] and found the sample pcap file they sent to 

me a few minutes ago. I click on it and it displays the data from a system that 

made web requests to a site. I opened up [wireshark] to display the data. 

 

 

[ANALYZE THE DATA]: 

 
ONCE [WIRESHARK] WAS OPEN I TOOK A MOMENT TO REFRESH MYSELF ON THE 

COMPONENTS OF EACH PACKET, WHICH IS: 

●​ nO.:  THE INDEX OF THE NUMBER PACKET IN THIS PACKET CAPTURE FILE. 

●​ TIME:  THE TIMESTAMP OF THE PACKET. 

●​ sOURCE:  THE SOURCE IP ADDRESS. 



●​ DESTINATION:  THE DESTINATION IP ADDRESS. 

●​ PROTOCOL:  THE PROTOCOL CONTAINED IN THE PACKET 

●​ LENGTH:  THE TOTAL LENGTH OF THE PACKET 

●​ INFO:  SOME INFORMATION ABOUT THE DATA IN THE PACKET (THE PAYLOAD) . AS 

INTERPRETED BY WIRESHARK. 

 

 
 

PACKETS COME IN SPECIFIC COLORS TO CLASSIFY THE SPECIFIC TYPES OF 

DATA. FOR EXAMPLE, [LIGHT GREEN] CONTAINS A MIXTURE OF [TCP] AND 

[HTTP] TRAFFIC AND [LIGHT PURPLE]  CONTAINS [ICMP] TRAFFIC.  

 

 

IF YOU LOOK CLOSELY AT THE FIRST PACKET AT THE TOP, IT BELONGS TO A 

GROUP OF ICMP TRAFFIC. 

ICMP (INTERNET CONTROL MESSAGE PROTOCOL) IS A NETWORK LAYER 

PROTOCOL USED BY ROUTERS AND DEVICES TO SEND ERROR MESSAGES AND 

OPERATIONAL INFORMATION. 



 
 

[FILTER AND INSPECT]: 
AFTER GETTING A REFRESHER ON THE COMPONENTS AND DATA LAYOUTS I WENT 
TO THE “APPLY A DISPLAY FILTER” BOX AND TYPED IN A IP ADDRESS THAT WAS 

GIVEN TO ME BY THE COMPANY. 
[ ip.addr == 142.250.1.139 ] 

 
AFTER ENTERING MY SEARCH I HEADED TO THE FIRST TCP ENTRY FOR THE IP 

ADDRESS GIVEN AND EXAMINED IT CAREFULLY USING THE BOTTOM LEFT 
WINDOW. THESE ARE THE COMPONENTS: 

 

[FRAME]: 



THIS IS THE FRAME. THESE ARE THE OVERALL DETAILS OF THE PACKET SUCH AS 
THE FRAME RATE AND ARRIVAL TIME OF THE PACKET ALONG WITH THE 
ENTIRETY OF THE PACKET DATA PRESENTED. 

 

 

[ETHERNET II]: 
THIS SECTION CONTAINS THE DETAILS ABOUT THE PACKET AT THE ETHERNET 
LEVEL, INCLUDING THE SOURCE AND DESTINATION MAC ADDRESSES AND THE 
TYPE OF INTERNAL PROTOCOL THAT THE ETHERNET PACKET CONTAINS. 

 

 

[IPV4]: 



THIS IS THE IP DATA SECTION WHICH CONTAINS INFORMATION ABOUT THE TIME 
TO LIVE, THE PROTOCOL, SOURCE ADDRESS, AND THE DESTINATION ADDRESS AS 
WELL.  

 

 

[PROTOCOL INFORMATION]: 
THIS SECTION CONTAINS PROTOCOL INFORMATION FOR THE PACKET YOU’RE 

INSPECTING SUCH AS THE SOURCE PORTS, DESTINATION PORTS, ETC. 

 

 



[FLAG INFORMATION]: 
tHIS SECTION DISPLAYS THE PROTOCOL FLAG INFORMATION. 

 

 
[FILTER AND select]: 

My next assignment is analyzing specific network packets based on 
where they came from or where they were sent to. I’ll be selecting 

packets based on their physical ethernet media access control (mac) 
address or their internet protocol (ip) address. Let’s take this ip 

source here for example. 
[ip.src == 142.250.1.139] 



 
I have the overview of every entry that came from   

142.250.1.139  
I can use this information for any analysis , such as unusual source 

traffic. 
 

Now let’s filter that same ip for the destination traffic. 
[ip.dst == 142.250.1.139] 

 
Now it contains all the packets that we’re sent to  

142.250.1.139 



 
Now i want to filter and select traffic to or from a specific ethernet 

mac address 
[eth.addr == 42:01:ac:15:e0:02] 

 
Every entry listed here is related to the ethernet mac address. This 

could be used for further analysis as well. 

 

[dns exploration] 
I needed to find what sites people were looking up along with the 

answers, which are the ip addresses that are being sent back by the 
dns server when a name is successfully resolved. My lead told me to 

examine this port for further analysis. 
[udp.port == 53] 

 



This is a good start but i need the to know where the site is, so i 
double click the domain name system (query)  , then click the queries 

section… 

 

 
….and volia, the answers data shows me that the queried name was 

opensource.google.com and the ip address was 142.250.1.139 



 

 

 
[tcp exploration] 

That dns data didn’t sit right with me. So I did more digging and 
filtered through tcp packets as well. My lead gave me this to search 

for: 
tcp.port == 80 



 
A few packets were made after the user accessed the target site. I 

clicked the first packet to examine the components of it.  
 

●​The destination ip:  [169.254.169.254] 
●​The source ip: [172.21.224.2] 
●​The time to live value:  [64] 
●​Header length: [20 bytes] 



 
 

●​The frame length: [54 bytes] 

 



After giving this information to the lead, they had one 
more task for me. They wanted me to search for a 

specific packet that contained the curl command.  It 
came back with the two results below. 

 
 

[conclusion] 



After giving all the information to the lead, they were 
quite impressed. They said packet sniffing is a quality 

skill that many security analysts need in dire times of 
exploration and data analysis. The purpose of packet 

sniffing is to monitor traffic and search for anything 
suspicious as well.  

 
If you enjoyed this lab, click the link and shoot me a 

follow or a message on linkedin. I’m happy to 
collaborate and work. Thank you for reading. 

 

 

 
 
 

https://www.linkedin.com/in/dm1535/

